assuria bulletin

Assuria Auditor AutoUpdate #104 released

10/ 02 Date: 29 January 2010

Title Assuria Auditor AutoUpdate #104 released

Introduction This update is an Assuria content update. The update is
compatible with, and suitable for application to all Assuria
Auditor agents.

Contents

PatchChecks Security As part of our continued development of Assuria Auditor, and

Policy feedback from our customers, we have implemented a change at
Assuria Auditor AutoUpdate #104 to the way patch checks are
handled within the product.

A new Assuria policy, PatchChecks, will be issued for all
platforms (Note, this already exists on IBM AlIX 6.1 and Windows
Server 2008 platforms).

The PatchChecks policy will contain only the patch checks
relevant to the platform on which it is running. The PatchChecks
policy should be run regularly and after the application of the
Assuria AutoUpdate each month.

Please note, the Initial-1, Initial-All, Maintenance-1 and
Maintenance-All policies will continue to contain these patch
checks up to Assuria AutoUpdate #110 to allow users to
implement the required changes. Please see Assuria Technical
Note #18 for more information.

Other bug fixes A bug which affects the execution of the Scans Summary Report
by Host or by Vulnerability in PDF and HTML mode has been
corrected and is included in this update..

Security Content Security content based on newly published vendor security
Updates bulletins (or similar) is included for the agents listed below:

o0 HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)

0 HPUX 11.23, 11.31 (Itanium)

o IBM AIX 4.3.3,5.1,5.2,5.3

o IBM AIX 6.1

o0 Microsoft Windows 2000 (Server and Professional)

0 Microsoft Windows Server 2003

o0 Microsoft Windows Server 2008

o Microsoft Windows Vista

o0 Novell SUSE Enterprise Linux 9 (x86)

o Novell SUSE Enterprise Linux 10 (x86)

0 Red Hat Enterprise Linux 3, 4, 5

0 Sun Solaris 8

0 Sun Solaris 9
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0 Sun Solaris 10 (SPARC)
o0 VMware ESX 3
Console update o0 Update Database

o Policy Navigators for:
- HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
- HPUX 11.23, 11.31 (ltanium)
- IBM AIX 4.3.3, 5.1, 5.2, 5.3
- IBM AIX 6.1
- Microsoft Windows 2000 (Server and Professional)
- Microsoft Windows Server 2003
- Microsoft Windows Server 2008
- Microsoft Windows Vista
- Novell SUSE Enterprise Linux 9 (x86)
- Novell SUSE Enterprise Linux 10 (x86)
- Red Hat Enterprise Linux 3, 4, 5
- Sun Solaris 8
- Sun Solaris 9
- Sun Solaris 10 (SPARC)
- VMware ESX 3

o0 Updated Files
- bin/tcl/crystal.tbc
- bin/tcl/host.tbc
- etc/console_rules/usr_return-comms

Agent updates Updates are included for the following agents:

o HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
o0 HPUX 11.23, 11.31 (Itanium)

o IBM AIX 4.3.3, 5.1, 5.2, 5.3

o IBM AIX 6.1

o0 Microsoft Windows 2000 (Server and Professional)
o0 Microsoft Windows Server 2003

0 Microsoft Windows Server 2008

o0 Microsoft Windows Vista

o0 Novell SUSE Enterprise Linux 9 (x86)

o Novell SUSE Enterprise Linux 10 (x86)

o0 Red Hat Enterprise Linux 3, 4, 5

0 Sun Solaris 8

0 Sun Solaris 9

0 Sun Solaris 10 (SPARC)

o0 VMware ESX 3

HP 11.00, 11.11, o New Policies
11.23, 11.31 (PA- - PatchChecks
RISC)

o0 Updated Patch Databases
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- bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini

HP 11.23,11.31 o New Policies
(Itanium) - PatchChecks

0 Updated Patch Databases
- bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini

IBM AIX 4.3.3, 5.1, o New Checks

52,53 aix-1262569-fix
aix-1262570-fix
aix-1262571-fix
aix-1262572-fix

o New Policies
- PatchChecks

0 Updated Checks
- aix-1261628-fix
- aix-1261717-fix
- aix-1262123-fix
- aix-1262237-fix

0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- aix-fixes

0 Auto Update Files
- rulesets/unarchivePolicy
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- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini
IBM AIX 6.1 o New Checks
- aix-1262569-fix
- aix-1262570-fix
- aix-1262571-fix
- aix-1262572-fix

o0 Updated Checks
- aix-1261628-fix
- aix-1261717-fix
- aix-1262123-fix
- aix-1262237-fix

o0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini

Microsoft Windows o New Checks
2000 (Server and - adobe-reader-apsb10-02-update
Professional) - win-ms10kb972270-update

- win-ms10kb978207-update

o New Policies
- PatchChecks

0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- versionChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini

Microsoft Windows o New Checks
Server 2003 - adobe-reader-apsb10-02-update
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- win-ms10kb972270-update
- win-ms10kb978207-update

o New Policies
- PatchChecks

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- versionChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini
Microsoft Windows o0 New Checks
Server 2008 - adobe-reader-apsb10-02-update
- win-ms10kb972270-update
- win-ms10kb978207-update

o0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini
Microsoft Windows 0 New Checks
Vista - adobe-reader-apsb10-02-update
- win-ms10kb972270-update
- win-ms10kb978207-update

o0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini
Novell SUSE Enterprise o New Checks
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Linux 9 (x86) - SUSE-SA-2009-061
- SUSE-SA-2009-063
- SUSE-SA-2009-064

o New Policies
- PatchChecks

o0 Updated Checks
- SUSE-SA-2007-061
- SUSE-SA-2007-068
- SUSE-SA-2009-001
- SUSE-SA-2009-053

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini
Novell SUSE Enterprise o0 New Checks
Linux 10 (x86) - SUSE-SA-2009-061
- SUSE-SA-2009-063
- SUSE-SA-2009-064

o New Policies
- PatchChecks

o0 Updated Checks
- SUSE-SA-2007-061
- SUSE-SA-2007-068
- SUSE-SA-2009-001
- SUSE-SA-2009-053

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

0 Auto Update Files
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- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini

Red Hat Enterprise o New Checks

Linux 3,4, 5 - RHSA-2005-848
- RHSA-2005-850
- RHSA-2009-1625
- RHSA-2009-1642
- RHSA-2009-1643
- RHSA-2009-1646
- RHSA-2009-1647
- RHSA-2009-1648
- RHSA-2009-1651
- RHSA-2009-1657
- RHSA-2009-1658
- RHSA-2009-1659
- RHSA-2009-1670
- RHSA-2009-1671
- RHSA-2009-1672
- RHSA-2009-1673
- RHSA-2009-1674
- RHSA-2009-1680
- RHSA-2009-1681
- RHSA-2009-1682
- RHSA-2009-1694
- RHSA-2010-0002
- RHSA-2010-0003
- RHSA-2010-0018
- RHSA-2010-0019
- RHSA-2010-0020

o New Policies
- PatchChecks

0 Updated Checks
- RHSA-2005-840
- RHSA-2005-843
- RHSA-2005-864
- RHSA-2005-867
- RHSA-2005-868
- RHSA-2005-875
- RHSA-2005-878
- RHSA-2005-880
- RHSA-2005-881
- RHSA-2006-0159
- RHSA-2006-0164
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- RHSA-2007-1086
- RHSA-2007-1114
- RHSA-2007-1128
- RHSA-2007-1129
- RHSA-2007-1155
- RHSA-2008-1036
- RHSA-2008-1037
- RHSA-2009-0002
- RHSA-2009-1457
- RHSA-2009-1465
- RHSA-2009-1469
- RHSA-2009-1466
- RHSA-2009-1470
- RHSA-2009-1530
- RHSA-2009-1548
- RHSA-2009-1595
- RHSA-2009-1615
- RHSA-2009-1619

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- rhsa

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini

Sun Solaris 8

o New Policies

- PatchChecks

0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini

Sun Solaris 9 o New Policies
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- PatchChecks

0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini
Sun Solaris 10 o New Policies
(SPARC) - PatchChecks

o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini

VMware ESX 3.5 o New Checks
- ESX350-200904406-SG
- ESX350-200904407-SG
- ESX350-200904408-SG

0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_104.zip
- lib/xpud3_104.sgn
- etc/update.ini
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