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Title 

 
Assuria Auditor AutoUpdate #106 released 
 

Introduction  This update is an Assuria content update. The update is 
compatible with, and suitable for application to all Assuria 
Auditor agents. 
 

Contents 
 

 

Conformance checking 
for UK Local Authority 
GCSX Code of 
Connection  

 
 

Additional checks are included for the UK Local Authority 
Government Secure Extranet Code of Connection. 
 
The check ‘ip-addr-not-in-range’ will compare the IP address of 
the target machine against a predefined set of IP address 
ranges. 
 
The check ‘acls-not-supported’ will test Microsoft Windows 
machines hard drives and issue a vulnerability if they do not 
support ACLs. 
 

Other Changes The standards mapping for ISO-27002 has been removed. 
 

Security Content 
Updates  
 

 

Console update 
 

 
    o Update Database 
 
    o Policy Navigators for: 
      - HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC) 
      - HPUX 11.23, 11.31 (Itanium) 
      - IBM AIX 4.3.3, 5.1, 5.2, 5.3 
      - IBM AIX 6.1 
      - Microsoft Windows 2000 (Server and Professional)  
      - Microsoft Windows Server 2003  
      - Microsoft Windows Server 2008  
      - Microsoft Windows Vista 
      - Novell SUSE Enterprise Linux 9 (x86) 
      - Novell SUSE Enterprise Linux 10 (x86) 
      - Red Hat Enterprise Linux 3, 4, 5 
      - Sun Solaris 8 
      - Sun Solaris 9 
      - Sun Solaris 10 (SPARC) 
      - Sun Solaris 10 (X86) 
      - VMware ESX 3 
 



assuria bulletin   
 
 
 Title: Assuria Auditor AutoUpdate #106 released 
  
 Number: 10-09 Date: 31st March 2010 
 
 
 

 
© Copyright Assuria Limited 2100.  All rights reserved. 

Page 2 of 12 
 

 
Assuria Limited, Science & Technology Centre, The University of Reading, Earley Gate, Reading, RG6 6BZ, UK. 

   
Telephone +44 118 935 7395     Fax +44 118 926 7917     Web www.assuria.com 

 

    o Updated files 
      - etc/masteragentvariables.ini 
      - scripts/freeze_files  
      - scripts/get_errorlogs  
      - scripts/installUpdate  
      - scripts/sign_and_send_file  
      - scripts/sign_and_send_multi    
      - scripts/send_file  
      - scripts/pollagents  
      - scripts/reset_XPU_level  
      - scripts/retrieve_results 
 

Agent updates 
 

Updates are included for the following agents: 
 
    o HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC) 
    o HPUX 11.23, 11.31 (Itanium) 
    o IBM AIX 4.3.3, 5.1, 5.2, 5.3 
    o IBM AIX 6.1 
    o Microsoft Windows 2000 (Server and Professional)  
    o Microsoft Windows Server 2003  
    o Microsoft Windows Server 2008  
    o Microsoft Windows Vista 
    o Novell SUSE Enterprise Linux 9 (x86) 
    o Novell SUSE Enterprise Linux 10 (x86) 
    o Red Hat Enterprise Linux 3, 4, 5 
    o Sun Solaris 8 
    o Sun Solaris 9 
    o Sun Solaris 10 (SPARC) 
    o VMware ESX 3 
 

HP 11.00, 11.11, 
11.23, 11.31 (PA-
RISC) 

    o New Checks 
      - ip-addr-not-in-range 
 
    o Updated Checks 
      - apache-default-content 
      - ports-listening 
 
    o Updated Policies 
      - Initial-2 
      - Initial-All 
      - Maintenance-2 
      - Maintenance-All 
 
    o Updated Patch Databases 
      - bin/patch_HP-UX.data 
      - bin/patch_HP-UX.ref 
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    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

HP 11.23, 11.31 
(Itanium) 

    o New Checks 
      - ip-addr-not-in-range 
 
    o Updated Checks 
      - apache-default-content 
      - ports-listening 
 
    o Updated Policies 
      - Initial-2 
      - Initial-All 
      - Maintenance-2 
      - Maintenance-All 
 
    o Updated Patch Databases 
      - bin/patch_HP-UX.data 
      - bin/patch_HP-UX.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

IBM AIX 4.3.3, 5.1, 
5.2, 5.3 

    o New Checks 
      - ip-addr-not-in-range 
 
    o Updated Checks 
      - apache-default-content 
      - ports-listening 
 
    o Updated Policies 
      - aix-fixes 
      - Initial-2 
      - Initial-All 
      - Maintenance-2 
      - Maintenance-All 
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    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

IBM AIX 6.1     o New Checks 
      - ip-addr-not-in-range 
 
    o Updated Checks 
      - apache-default-content 
      - ports-listening 
 
    o Updated Policies 
      - Initial-2 
      - Initial-All 
      - Maintenance-2 
      - Maintenance-All 
      - PatchChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Microsoft Windows 
2000 (Server and 
Professional) 
 

    o New Checks 
      - acls-not-supported 
      - ip-addr-not-in-range 
      - win-ms10kb980150-update 
 
    o Updated Checks 
      - ports-listening 
      - win-ms09kb974455-update 
      - win-ms09kb975539-update 
      - win-ms10kb978207-update 
 
    o Updated Policies 
      - Initial-1 
      - Initial-2 
      - Initial-4 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-2 
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      - Maintenance-5 
      - Maintenance-All 
      - PatchChecks 
      - versionChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Microsoft Windows 
Server 2003 
 

    o New Checks 
      - acls-not-supported 
      - ip-addr-not-in-range 
      - win-ms10kb980150-update 
 
    o Updated Checks 
      - ports-listening 
      - usb-report 
      - win-ms09kb974455-update 
      - win-ms09kb975539-update 
      - win-ms10kb978207-update 
 
    o Updated File 
      - bin/checker.exe 
 
    o Updated Policies 
      - Initial-1 
      - Initial-2 
      - Initial-4 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-2 
      - Maintenance-5 
      - Maintenance-All 
      - PatchChecks 
      - versionChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
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Microsoft Windows 
Server 2008 
 

    o New Checks 
      - acls-not-supported 
      - ip-addr-not-in-range 
      - win-ms10kb980150-update 
 
    o Updated Checks 
      - ports-listening 
      - usb-report 
      - win-ms09kb974455-update 
      - win-ms10kb978207-update 
 
    o Updated Policies 
      - Initial-2 
      - Initial-4 
      - Initial-All 
      - Maintenance-2 
      - Maintenance-5 
      - Maintenance-All 
      - PatchChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Microsoft Windows 
Vista 
 

    o New Checks 
      - acls-not-supported 
      - ip-addr-not-in-range 
      - win-ms10kb980150-update 
 
    o Updated Checks 
      - ports-listening 
      - usb-report 
      - win-ms09kb974455-update 
      - win-ms10kb978207-update 
 
    o Updated Policies 
      - Initial-2 
      - Initial-4 
      - Initial-All 
      - Maintenance-2 
      - Maintenance-5 
      - Maintenance-All 
      - PatchChecks 
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    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Novell SUSE Enterprise 
Linux 9 (x86) 

    o New Checks 
      - ip-addr-not-in-range 
      - SuSE-SA-2010-013 
      - SuSE-SA-2010-014 
      - SuSE-SA-2010-015 
 
    o Updated Checks 
      - apache-default-content 
      - ports-listening 
      - SuSE-SA-2008-008 
      - SuSE-SA-2008-010 
      - SuSE-SA-2008-012 
      - SuSE-SA-2009-054 
      - SuSE-SA-2009-055 
      - SuSE-SA-2009-056 
      - SuSE-SA-2009-057 
      - SuSE-SA-2009-058 
      - SuSE-SA-2009-060 
      - SuSE-SA-2009-061 
      - SuSE-SA-2009-064 
      - SuSE-SA-2010-005 
      - SuSE-SA-2010-007 
      - SuSE-SA-2010-009 
 
    o Updated Files 
      - bin/procs/tools.tcl 
 
    o Updated policies 
      - Initial-1 
      - Initial-2 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-2 
      - Maintenance-All 
      - PatchChecks 
      - ssa 
      - sys-defs 
 



assuria bulletin   
 
 
 Title: Assuria Auditor AutoUpdate #106 released 
  
 Number: 10-09 Date: 31st March 2010 
 
 
 

 
© Copyright Assuria Limited 2100.  All rights reserved. 

Page 8 of 12 
 

 
Assuria Limited, Science & Technology Centre, The University of Reading, Earley Gate, Reading, RG6 6BZ, UK. 

   
Telephone +44 118 935 7395     Fax +44 118 926 7917     Web www.assuria.com 

 

    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Novell SUSE Enterprise 
Linux 10 (x86) 

    o New Checks 
      - ip-addr-not-in-range 
      - SuSE-SA-2010-013 
      - SuSE-SA-2010-014 
      - SuSE-SA-2010-015 
 
    o Updated Checks 
      - apache-default-content 
      - ports-listening 
      - SuSE-SA-2008-008 
      - SuSE-SA-2008-010 
      - SuSE-SA-2008-012 
      - SuSE-SA-2009-054 
      - SuSE-SA-2009-055 
      - SuSE-SA-2009-056 
      - SuSE-SA-2009-057 
      - SuSE-SA-2009-058 
      - SuSE-SA-2009-060 
      - SuSE-SA-2009-061 
      - SuSE-SA-2009-064 
      - SuSE-SA-2010-005 
      - SuSE-SA-2010-007 
      - SuSE-SA-2010-009 
 
    o Updated Files 
      - bin/procs/tools.tcl 
 
    o Updated policies 
      - Initial-1 
      - Initial-2 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-2 
      - Maintenance-All 
      - PatchChecks 
      - ssa 
      - sys-defs 
 
    o Auto Update Files 
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      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Red Hat Enterprise 
Linux 3, 4, 5 

    o New Checks 
      - ip-addr-not-in-range 
      - RHSA-2010-0088 
      - RHSA-2010-0094 
      - RHSA-2010-0101 
      - RHSA-2010-0102 
      - RHSA-2010-0103 
      - RHSA-2010-0108 
      - RHSA-2010-0109 
      - RHSA-2010-0111 
      - RHSA-2010-0110 
      - RHSA-2010-0112 
      - RHSA-2010-0113 
      - RHSA-2010-0115 
      - RHSA-2010-0122 
      - RHSA-2010-0124 
      - RHSA-2010-0114 
      - RHSA-2010-0125 
      - RHSA-2010-0126 
      - RHSA-2010-0129 
      - RHSA-2010-0130 
 
    o Updated Checks 
      - apache-default-content 
      - ports-listening 
      - RHSA-2006-0016 
      - RHSA-2006-0044 
      - RHSA-2006-0052 
      - RHSA-2006-0129 
      - RHSA-2006-0195 
      - RHSA-2006-0197 
      - RHSA-2006-0204 
      - RHSA-2006-0232 
      - RHSA-2006-0262 
      - RHSA-2007-0078 
      - RHSA-2008-0105 
      - RHSA-2008-0146 
      - RHSA-2008-0153 
      - RHSA-2008-0161 
      - RHSA-2008-0177 
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      - RHSA-2008-0178 
      - RHSA-2009-0021 
      - RHSA-2009-0225 
      - RHSA-2009-0261 
      - RHSA-2009-0264 
      - RHSA-2009-0313 
      - RHSA-2009-1560 
      - RHSA-2009-1571 
      - RHSA-2009-1579 
      - RHSA-2009-1580 
      - RHSA-2009-1582 
      - RHSA-2009-1584 
      - RHSA-2009-1587 
      - RHSA-2009-1588 
      - RHSA-2009-1601 
      - RHSA-2009-1615 
      - RHSA-2009-1694 
      - RHSA-2010-0076 
      - RHSA-2010-0046 
      - RHSA-2006-0710 
      - RHSA-2006-0713 
      - RHSA-2006-0726 
      - RHSA-2006-0727 
      - RHSA-2006-0730 
 
    o Updated Files 
      - bin/procs/tools.tcl 
 
    o Updated Policies 
      - Initial-1 
      - Initial-2 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-2 
      - Maintenance-All 
      - PatchChecks 
      - rhsa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Sun Solaris 8     o Updated Patch Databases 
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      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Sun Solaris 9     o New Checks 
      - ip-addr-not-in-range 
 
    o Updated Checks 
      - apache-default-content 
      - ports-listening 
 
    o Updated Policies 
      - Initial-2 
      - Initial-All 
      - Maintenance-2 
      - Maintenance-All 
 
    o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Sun Solaris 10 
(SPARC) 

    o New Checks 
      - ip-addr-not-in-range 
 
    o Updated Checks 
      - apache-default-content 
      - ports-listening 
 
    o Updated Policies 
      - Initial-2 
      - Initial-All 
      - Maintenance-2 
      - Maintenance-All 
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    o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

Sun Solaris 10 
(x86) 

   o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
 

VMware ESX 3.5     o New Checks 
      - ip-addr-not-in-range 
 
    o Updated Checks 
      - ports-listening 
 
    o Updated Policies 
      - Initial-2 
      - Initial-All 
      - Maintenance-2 
      - Maintenance-All 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_106.zip 
      - lib/xpud3_106.sgn 
      - etc/update.ini 
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