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Title 

 
Assuria Auditor AutoUpdate #108 released 
 

Introduction  This update is an Assuria content update. The update is 
compatible with, and suitable for application to all Assuria 
Auditor agents. 
 

Contents 
 

 

Initial-1 policy and 
Running Patch Checks 
after AutoUpdate 
#110  

 

As part of our continued development of Assuria Auditor, and in 
response to feedback from our customers, we announced in 
Assuria Bulletin 10-02 that at Assuria Auditor AutoUpdate #104 a 
change to the way the checks which verify the presence of 
vendor patches (patch checks) are handled within Assuria 
Auditor.  

As previously notified, from the release of AutoUpdate #110, 
patch checks will be removed from the policies Initial-1, Initial-
All, Maintenance-1 and Maintenance-All. 

Users wishing to execute the patch checks should do so by 
running the policy PatchChecks. 

The PatchChecks policy only contains the patch checks relevant 
to the platform on which it is running. The PatchChecks policy 
should be run regularly and after the application of the Assuria 
AutoUpdate each month. Initial-1, Initial-All, Maintenance-1 and 
Maintenance- 

All policies continue to contain the Patch Checks up to Assuria 
AutoUpdate 110 to allow users to implement any changes to 
their own procedures.  

Please see Assuria Technical Note 18 for more information. 

 
Security Content 
Updates  
 

Security content based on newly published vendor security 
bulletins (or similar) is included for the agents listed below:  

• HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)  
• HPUX 11.23, 11.31 (Itanium)  
• Novell SUSE Enterprise Linux 9 (x86)  
• Novell SUSE Enterprise Linux 10 (x86)  
• Microsoft Windows 2000 (Server and Professional)  
• Microsoft Windows Server 2003  
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• Microsoft Windows Server 2008  
• Microsoft Windows Vista  
• Red Hat Enterprise Linux 3, 4, 5  
• Sun Solaris 8  
• Sun Solaris 9  
• Sun Solaris 10 (SPARC)  
• Sun Solaris 10 (X86)  
• VMware ESX 3  

 
Console update 
 

 
    o Update Database 
 
    o Policy Navigators for: 
      - HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC) 
      - HPUX 11.23, 11.31 (Itanium) 
      - IBM AIX 4.3.3, 5.1, 5.2, 5.3 
      - IBM AIX 6.1 
      - Microsoft Windows 2000 (Server and Professional)  
      - Microsoft Windows Server 2003  
      - Microsoft Windows Server 2008  
      - Microsoft Windows Vista 
      - Novell SUSE Enterprise Linux 9 (x86) 
      - Novell SUSE Enterprise Linux 10 (x86) 
      - Red Hat Enterprise Linux 3, 4, 5 
      - Sun Solaris 8 
      - Sun Solaris 9 
      - Sun Solaris 10 (SPARC) 
      - Sun Solaris 10 (X86) 
      - VMware ESX 3 
 

Agent updates 
 

Updates are included for the following agents: 
 
    o HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC) 
    o HPUX 11.23, 11.31 (Itanium) 
    o IBM AIX 4.3.3, 5.1, 5.2, 5.3 
    o IBM AIX 6.1 
    o Microsoft Windows 2000 (Server and Professional)  
    o Microsoft Windows Server 2003  
    o Microsoft Windows Server 2008  
    o Microsoft Windows Vista 
    o Novell SUSE Enterprise Linux 9 (x86) 
    o Novell SUSE Enterprise Linux 10 (x86) 
    o Red Hat Enterprise Linux 3, 4, 5 
    o Sun Solaris 8 
    o Sun Solaris 9 
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    o Sun Solaris 10 (SPARC) 
    o VMware ESX 3 
 

HP 11.00, 11.11, 
11.23, 11.31  
(PA-RISC) 

 
    o Updated Policies 
 
    o Updated Patch Databases 
      - bin/patch_HP-UX.data 
      - bin/patch_HP-UX.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

HP 11.23, 11.31 
(Itanium) 

    o Updated Patch Databases 
      - bin/patch_HP-UX.data 
      - bin/patch_HP-UX.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

IBM AIX 4.3.3, 5.1, 
5.2, 5.3 

    o New Checks 
      - aix-IZ68231-fix 
      - aix-IZ68194-fix 
      - aix-20070403-Kerberos-fix 
      - aix-20091104-PowerHA-fix 
 
    o Updated Policies 
      - aix-fixes 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
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      - etc/update.ini 
 

IBM AIX 6.1  
    o New Checks 
      - aix-IZ68231-fix 
      - aix-IZ68194-fix 
      - aix-20070403-Kerberos-fix 
      - aix-20091104-PowerHA-fix 
 
    o Updated Policies 
      - aix-fixes 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

Microsoft Windows 
2000 (Server and 
Professional) 
 

    o New Checks 
      - win-ms10kb977816-update 
      - win-ms10kb979402-update 
      - win-ms10kb979683-update 
      - win-ms10kb980232-update 
      - win-ms10kb981210-update 
      - win-ms10kb976323-update 
      - win-ms10kb976703-update 
      - win-ms10kb976702-update 
      - win-ms10kb980858-update 
 
    o Updated Checks 
      - avg-antivirus 
 
    o Updated Policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - PatchChecks 
      - versionChecks 
 
    o Auto Update Files 
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      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

Microsoft Windows 
Server 2003 
 

    o New Checks 
      - win-ms10kb977816-update 
      - win-ms10kb979683-update 
      - win-ms10kb980232-update 
      - win-ms10kb981210-update 
      - win-ms10kb976323-update 
      - win-ms10kb976703-update 
      - win-ms10kb976702-update 
 
    o Updated Checks 
      - avg-antivirus 
 
    o Updated Policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - PatchChecks 
      - versionChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

Microsoft Windows 
Server 2008 
 

    o New Checks 
      - win-ms10kb977816-update 
      - win-ms10kb979683-update 
      - win-ms10kb980232-update 
      - win-ms10kb981210-update 
      - win-ms10kb976323-update 
      - win-ms10kb976703-update 
      - win-ms10kb976702-update 
 
    o Updated Checks 
      - avg-antivirus 
 
    o Updated Policies 
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      - PatchChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

Microsoft Windows 
Vista 
 

    o New Checks 
      - win-ms10kb977816-update 
      - win-ms10kb979683-update 
      - win-ms10kb980232-update 
      - win-ms10kb981210-update 
      - win-ms10kb976703-update 
      - win-ms10kb976702-update 
 
    o Updated Checks 
      - avg-antivirus 
 
    o Updated Policies 
      - PatchChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 
 

Novell SUSE Enterprise 
Linux 9 (x86) 

    o New Checks 
      - SuSE-SA-2010-017 
      - SuSE-SA-2010-019 
      - SuSE-SA-2010-020 
 
    o Updated checks 
      - oo-cronat-trusted-users 
      - SuSE-SA-2008-016 
      - SuSE-SA-2008-018 
      - SuSE-SA-2008-019 
      - SuSE-SA-2008-020 
      - SuSE-SA-2009-017 
      - SuSE-SA-2009-063 
      - SuSE-SA-2010-006 
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    o Updated policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - PatchChecks 
      - ssa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

Novell SUSE Enterprise 
Linux 10 (x86) 

    o New Checks 
      - SuSE-SA-2010-017 
      - SuSE-SA-2010-019 
      - SuSE-SA-2010-020 
 
    o Updated checks 
      - oo-cronat-trusted-users 
      - SuSE-SA-2008-016 
      - SuSE-SA-2008-018 
      - SuSE-SA-2008-019 
      - SuSE-SA-2008-020 
      - SuSE-SA-2009-017 
      - SuSE-SA-2009-063 
      - SuSE-SA-2010-006 
 
    o Updated policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - PatchChecks 
      - ssa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

Red Hat Enterprise     o New Checks 
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Linux 3, 4, 5       - RHSA-2010-0140 
      - RHSA-2010-0141 
      - RHSA-2010-0142 
      - RHSA-2010-0143 
      - RHSA-2010-0144 
      - RHSA-2010-0145 
      - RHSA-2010-0146 
      - RHSA-2010-0147 
      - RHSA-2010-0148 
      - RHSA-2010-0153 
      - RHSA-2010-0154 
      - RHSA-2010-0155 
      - RHSA-2010-0163 
      - RHSA-2010-0164 
      - RHSA-2010-0165 
      - RHSA-2010-0166 
      - RHSA-2010-0167 
      - RHSA-2010-0168 
      - RHSA-2010-0173 
      - RHSA-2010-0175 
      - RHSA-2010-0178 
      - RHSA-2010-0198 
      - RHSA-2010-0221 
      - RHSA-2010-0237 
      - RHSA-2010-0258 
      - RHSA-2010-0271 
      - RHSA-2010-0273 
      - RHSA-2010-0321 
      - RHSA-2010-0329 
      - RHSA-2010-0291 
      - RHSA-2010-0332 
      - RHSA-2010-0333 
      - RHSA-2010-0338 
      - RHSA-2010-0343 
      - RHSA-2010-0149 
      - RHSA-2010-0181 
      - RHSA-2010-0342 
      - RHSA-2010-0339 
      - RHSA-2010-0337 
      - RHSA-2010-0162 
 
 
    o Updated Checks 
      - RHSA-2007-0095 
      - RHSA-2007-0124 
      - RHSA-2007-0125 
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      - RHSA-2007-0126 
      - RHSA-2007-0127 
      - RHSA-2007-0131 
      - RHSA-2008-0042 
      - RHSA-2008-0100 
      - RHSA-2008-0192 
      - RHSA-2008-0207 
      - RHSA-2008-0208 
      - RHSA-2008-0209 
      - RHSA-2008-0210 
      - RHSA-2009-0295 
      - RHSA-2009-0326 
      - RHSA-2009-0331 
      - RHSA-2009-0336 
      - RHSA-2009-0338 
      - RHSA-2009-0339 
      - RHSA-2009-0344 
      - RHSA-2009-0352 
      - RHSA-2009-0354 
      - RHSA-2009-0355 
      - RHSA-2009-0358 
      - RHSA-2009-0361 
      - RHSA-2009-0362 
      - RHSA-2009-0369 
      - RHSA-2009-0376 
      - RHSA-2009-0377 
      - RHSA-2009-0382 
      - RHSA-2009-0392 
      - RHSA-2009-0394 
      - RHSA-2009-0397 
      - RHSA-2009-0398 
      - RHSA-2009-0402 
      - RHSA-2009-1625 
      - RHSA-2009-1646 
      - RHSA-2009-1648 
      - RHSA-2009-1651 
      - RHSA-2009-1659 
      - RHSA-2009-1670 
      - RHSA-2009-1671 
      - RHSA-2009-1672 
      - RHSA-2009-1673 
      - RHSA-2009-1674 
      - RHSA-2009-1680 
      - RHSA-2009-1681 
      - RHSA-2009-1682 
      - RHSA-2009-1694 
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      - RHSA-2010-0018 
      - RHSA-2010-0019 
      - RHSA-2010-0020 
      - RHSA-2010-0112 
      - RHSA-2010-0113 
      - RHSA-2010-0124 
      - RHSA-2010-0129 
      - RHSA-2010-0126 
 
    o Updated Policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - PatchChecks 
      - rhsa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

Sun Solaris 8     o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

Sun Solaris 9     o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
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Sun Solaris 10 
(SPARC) 

    o Updated Files 
      - adm/config/sysscan_config 
      - bin/checker 
      - bin/procs/proc_inventory.tcl 
      - bin/procs/tools.tcl 
 
    o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

Sun Solaris 10 
(x86) 

    o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
      - etc/update.ini 
 

VMware ESX 3.5     o New Checks 
      - ESX350-201003403-SG 
 
    o Updated Files 
      - bin/procs/tools.tcl 
 
    o Updated Policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - vmsa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_108.zip 
      - lib/xpud3_108.sgn 
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      - etc/update.ini 
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