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Title

Introduction

Contents

Patch Checks After
AutoUpdate 110

Solaris zone support

Other Changes

Assuria Auditor AutoUpdate #109 released

This update is an Assuria content update. The update is
compatible with, and suitable for application to all Assuria
Auditor agents.

As part of our continued development of Assuria Auditor, and in
response to feedback from our customers, we announced at
Assuria Auditor AutoUpdate 104 a change to the way the checks
which verify the presence of vendor patches (patch checks) are
handled within Assuria Auditor. As previously notified, from the
release of AutoUpdate 110, patch checks will be removed from
the policies Initial-1, Initial-All, Maintenance-1 and Maintenance-
All.

Users wishing to execute the patch checks should do so by
running the policy PatchChecks.

In Assuria Bulletin 10-02 we advised that, from AU 104, an
Assuria Auditor policy, PatchChecks, is issued for all supported
platforms. The PatchChecks policy only contains the patch checks
relevant to the platform on which it is running. The PatchChecks
policy should be run regularly and after the application of the
Assuria AutoUpdate each month. Initial-1, Initial-All,
Maintenance-1 and Maintenance-All policies continue to contain
the Patch Checks up to Assuria AutoUpdate 110 to allow users to
implement any changes to their own procedures. Please see
Assuria Technical Note 18 for more information.

The Assuria Auditor agent has been enhanced to fully work with
Solaris zones.

In addition to identifying and working in global, sparse root and
whole root zones, a Virtual Machine Baseline (vmconfig baseline)
has been added to monitor new and removed zones as well as
changes to the Solaris operating system version in an existing
zone, it's IP address and base path.

Minor changes to logos and product branding have been made to
the context sensitive help system.

The Release Note (rain.txt) has been superceded.
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Security Content
Updates

Console update o0 New Files
- etc/images/System-scanner-only-logo-thin.gif

o0 Updated Files

bin/tcl/simple.tbc

- chelp/administrative_reports.html
- chelp/Agents.html

- chelp/analysis_reports.html

- chelp/Baselines.html

- chelp/Checks.html

- chelp/chelp_System-scanner-only-logo.gif
- chelp/custom_reports.htmi

- chelp/Executive.html

- chelp/Line_Host.html

- chelp/Line_Management.html

- chelp/Line_Vulnerability.html

- chelp/logo.gif

- chelp/Policies.html

- chelp/RegBaselines.html

- chelp/Reports.html

- chelp/session_reports.html

- chelp/Sessions.html

- chelp/System-scanner-only-logo.gif
- chelp/Technician.html

- chelp/Technician_Host.html

- chelp/Technician_Vulnerability.html
- chelp/Updates.html

- chelp/Updates-4.0.html

- chelp/Updates-4.1.html

- chelp/Updates-4.2.html

- chelp/User_Imported.html

- etc/images/System-scanner-only-logo.gif
- etc/masteragentvariables.ini

- rain.txt
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o0 Update Database

o Policy Navigators for:
- HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
- HPUX 11.23, 11.31 (ltanium)
- IBM AIX 4.3.3, 5.1, 5.2, 5.3
- IBM AIX 6.1
- Microsoft Windows 2000 (Server and Professional)
- Microsoft Windows Server 2003
- Microsoft Windows Server 2008
- Microsoft Windows Vista
- Novell SUSE Enterprise Linux 9 (x86)
- Novell SUSE Enterprise Linux 10 (x86)
- Red Hat Enterprise Linux 3, 4, 5
- Sun Solaris 8
- Sun Solaris 9
- Sun Solaris 10 (SPARC)
- Sun Solaris 10 (X86)
- VMware ESX 3

Agent updates Updates are included for the following agents:

o HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
o0 HPUX 11.23, 11.31 (ltanium)

o IBM AIX 4.3.3, 5.1, 5.2, 5.3

o IBM AIX 6.1

0 Microsoft Windows 2000 (Server and Professional)
0 Microsoft Windows Server 2003

0 Microsoft Windows Server 2008

0 Microsoft Windows Vista

o0 Novell SUSE Enterprise Linux 9 (x86)

o Novell SUSE Enterprise Linux 10 (x86)

0 Red Hat Enterprise Linux 3, 4, 5

0 Sun Solaris 8

0 Sun Solaris 9

0 Sun Solaris 10 (SPARC)
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o0 VMware ESX 3

HP 11.00, 11.11, 0 Updated Policies
11.23, 11.31 - Initial-3
(PA-RISC) - Initial-All

- Maintenance-4
- Maintenance-All
- sys-defs

0 Updated Patch Databases
- bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

HP 11.23,11.31 o0 Updated Policies
(Itanium) - Initial-3
- Initial-All

- Maintenance-4
- Maintenance-All
- sys-defs

o0 Updated Patch Databases
- bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
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- etc/update.ini

IBM AIX 4.3.3, 5.1, o0 New Checks
5.2,5.3 - aix-20090804-libC-fix
- aix-1254104-fix
- aix-1254167-fix
- aix-1Z256098-fix
- aix-1256735-fix
- aix-1Z256707-fix
- aix-1Z260658-fix
- aix-1Z71611-fix
- aix-1Z71071-fix
- aix-1Z271467-fix
- aix-1Z271562-fix
- aix-1Z271613-fix
- aix-1Z71614-fix
- aix-1266917-fix
- aix-1Z71554-fix
- aix-1Z71590-fix
- aix-1Z271869-fix
- aix-1266918-fix
- aix-1Z71555-fix
- aix-1Z271627-fix
- aix-1Z71870-fix
- aix-1Z70637-fix
- aix-1Z272510-fix
- aix-1Z272515-fix
- aix-1Z272526-fix
- aix-1Z272528-fix
- aix-1Z272539-fix

o0 Updated Checks

- aix-20070403-Kerberos-fix
aix-1256204-fix
aix-1256205-fix
aix-1256206-fix
aix-1256203-fix

© Copyright Assuria Limited 2100. All rights reserved.
Page 5 of 17

Assuria Limited, Science & Technology Centre, The University of Reading, Earley Gate, Reading, RG6 6BZ, UK.

Telephone +44 118 935 7395 Fax +44 118 926 7917 Web




assuria bulletin

Assuria Auditor AutoUpdate #109 released

10-13 Date: 28" May 2010

o0 Updated Policies
aix-fixes
Initial-1
Initial-3
Initial-All
Maintenance-1

- Maintenance-4
- Maintenance-All
- PatchChecks

- sys-defs

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

IBM AIX 6.1 o New Checks
- aix-20090804-1ibC-fix
- aix-1254104-fix
- aix-1254167-fix
- aix-1Z256098-fix
- aix-1Z256735-fix
- aix-1Z256707-fix
- aix-1Z260658-fix
- aix-1Z271611-fix
- aix-1Z71071-fix
- aix-1Z271467-fix
- aix-1Z71562-fix
- aix-1Z71613-fix
- aix-1Z271614-fix
- aix-1Z266917-fix
- aix-1Z271554-fix
- aix-1Z71590-fix
- aix-1Z271869-fix
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- aix-1266918-fix
- aix-1Z71555-fix
- aix-1Z271627-fix
- aix-1Z271870-fix
- aix-1Z70637-fix
- aix-1Z72510-fix
- aix-1Z72515-fix
- aix-1Z272526-fix
- aix-1Z272528-fix
- aix-1Z272539-fix

0 Updated Checks
aix-20070403-Kerberos-fix
aix-1256204-fix
aix-1256205-fix
aix-1256206-fix
aix-1256203-fix

o0 Updated Policies
aix-fixes
Initial-1
Initial-3
Initial-All
Maintenance-1
- Maintenance-4
- Maintenance-All

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Microsoft Windows o New Checks
2000 (Server and - win-ms10k978213-update
Professional) - win-ms10k978542-update
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o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- PatchChecks
- versionChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Microsoft Windows o0 New Checks
Server 2003 - win-ms10k978213-update
- win-ms10k978542-update

0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- PatchChecks
- versionChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Microsoft Windows o New Checks
Server 2008 - win-ms10k978213-update

© Copyright Assuria Limited 2100. All rights reserved.
Page 8 of 17

Assuria Limited, Science & Technology Centre, The University of Reading, Earley Gate, Reading, RG6 6BZ, UK.

Telephone +44 118 935 7395 Fax +44 118 926 7917 Web




assuria bulletin

Assuria Auditor AutoUpdate #109 released

10-13 Date: 28" May 2010

- win-ms10k978542-update

o0 Updated Policies
- PatchChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Microsoft Windows

Vista o New Checks
- win-ms10k978213-update
- win-ms10k978542-update

0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Novell SUSE Enterprise o New Checks

Linux 9 (x86) - SUSE-SA-2010-021
- SUSE-SA-2010-023
- SUSE-SA-2008-024

o0 Updated Checks
- SUSE-SA-2008-025
- SUSE-SA-2009-020
- SUSE-SA-2009-021
- SUSE-SA-2009-022
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- SUSE-SA-2009-023
- SUSE-SA-2009-024
- SUSE-SA-2009-025
- SUSE-SA-2009-026
- SUSE-SA-2010-002
- SUSE-SA-2010-005
- SUSE-SA-2010-004
- SUSE-SA-2010-006
- SUSE-SA-2010-007
- SUSE-SA-2010-008
- SUSE-SA-2010-009
- SUSE-SA-2010-013
- SUSE-SA-2010-014
- SUSE-SA-2010-019
- SUSE-SA-2010-020

o0 Updated policies
- Initial-1
- Initial-3
- Initial-All
- Maintenance-1
- Maintenance-4
- Maintenance-All
- PatchChecks
- ssa
- sys-defs

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Novell SUSE Enterprise 0 New Checks
Linux 10 (x86) - SUSE-SA-2010-021
- SUSE-SA-2010-023
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- SUSE-SA-2008-024

o0 Updated Checks
- SUSE-SA-2008-025
- SUSE-SA-2009-020
- SUSE-SA-2009-021
- SUSE-SA-2009-022
- SUSE-SA-2009-023
- SUSE-SA-2009-024
- SUSE-SA-2009-025
- SUSE-SA-2009-026
- SUSE-SA-2010-002
- SUSE-SA-2010-005
- SUSE-SA-2010-004
- SUSE-SA-2010-006
- SUSE-SA-2010-007
- SUSE-SA-2010-008
- SUSE-SA-2010-009
- SUSE-SA-2010-013
- SUSE-SA-2010-014
- SUSE-SA-2010-019
- SUSE-SA-2010-020

o0 Updated policies
- Initial-1
- Initial-3
- Initial-All
- Maintenance-1
- Maintenance-4
- Maintenance-All
- PatchChecks
- ssa
- sys-defs

o0 Auto Update Files

- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
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- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Red Hat Enterprise 0 New Checks

Linux 3, 4,5 - RHSA-2010-0348
- RHSA-2010-0349
- RHSA-2010-0356
- RHSA-2010-0361
- RHSA-2010-0382
- RHSA-2010-0383
- RHSA-2010-0394
- RHSA-2010-0398
- RHSA-2010-0399
- RHSA-2010-0360
- RHSA-2010-0400
- RHSA-2010-0401
- RHSA-2010-0347
- RHSA-2010-0362

0 Updated Checks
- RHSA-2007-1126
- RHSA-2008-0002
- RHSA-2008-0598
- RHSA-2008-0855
- RHSA-2009-1136
- RHSA-2006-0328
- RHSA-2006-0329
- RHSA-2007-0123
- RHSA-2007-0153
- RHSA-2007-0155
- RHSA-2007-0158
- RHSA-2007-0166
- RHSA-2007-0167
- RHSA-2007-0169
- RHSA-2007-0220
- RHSA-2007-0229
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- RHSA-2007-0235
- RHSA-2007-0245
- RHSA-2007-0276
- RHSA-2007-0310
- RHSA-2008-0145
- RHSA-2008-0175
- RHSA-2008-0176
- RHSA-2008-0211
- RHSA-2008-0221
- RHSA-2008-0222
- RHSA-2008-0223
- RHSA-2008-0224
- RHSA-2008-0233
- RHSA-2008-0235
- RHSA-2008-0237
- RHSA-2008-0239
- RHSA-2008-0238
- RHSA-2008-0240
- RHSA-2008-0243
- RHSA-2008-0244
- RHSA-2008-0245
- RHSA-2008-0262
- RHSA-2009-0430
- RHSA-2009-0431
- RHSA-2009-0445
- RHSA-2009-0457
- RHSA-2009-0458
- RHSA-2009-0459
- RHSA-2009-0473
- RHSA-2010-0029
- RHSA-2010-0037
- RHSA-2010-0038
- RHSA-2010-0039
- RHSA-2010-0044
- RHSA-2010-0046
- RHSA-2010-0054
- RHSA-2010-0060
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- RHSA-2010-0061
- RHSA-2010-0062
- RHSA-2010-0076
- RHSA-2010-0122
- RHSA-2010-0273
- RHSA-2010-0329
- RHSA-2010-0337
- RHSA-2010-0040

o0 Updated Policies
- Initial-1
- Initial-3
- Initial-All
- Maintenance-1
- Maintenance-4
- Maintenance-All
- PatchChecks
- rhsa
- sys-defs

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Sun Solaris 8 o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini
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Sun Solaris 9 o Updated Files
- bin/checker
- bin/procs/proc_vmconfig.tcl

0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Sun Solaris 10 o New Checks
(SPARC) - updateVmconfigBaseline

- vmconfig-devices-added
vmconfig-devices-changed
vmconfig-devices-deleted
vmconfig-general-added
vmconfig-general-changed
vmconfig-general-deleted
vmconfig-hardware-added
vmconfig-hardware-changed
vmconfig-hardware-deleted
vmconfig-options-added
vmconfig-options-changed
vmconfig-options-deleted

o New Policies
- CheckVmconfigBaseline
- RefreshVmconfigBaseline
- UpdateVmconfigBaseline

o0 Updated Policies
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- CheckAllBaselines
- RefreshAllBaselines

o0 Updated Files
- bin/checker
- bin/procs/proc_vmconfig.tcl

o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

Sun Solaris 10 o0 Updated Patch Databases
(x86) - bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini

VMware ESX 3.5 o New Checks
- ESX350-200901409-SG
- ESX350-200901410-SG
- ESX350-200811401-SG
- ESX350-200903201-UG
- ESX350-200904201-SG
- ESX350-200912401-BG
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o0 Updated Checks
- ESX350-200901401-SG
- ESX350-201003403-SG

o0 Updated Policies
- Initial-3
- Initial-All
- Maintenance-4
- Maintenance-All
- PatchChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_109.zip
- lib/xpud3_109.sgn
- etc/update.ini
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