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This update is an Assuria content update. The update is
compatible with, and suitable for application to all Assuria
Auditor agents.

As part of our continued development of Assuria Auditor, and in
response to feedback from our customers, we announced at
Assuria Auditor AutoUpdate 104 a change to the way the checks
which verify the presence of vendor patches (patch checks) are
handled within Assuria Auditor. As previously notified, from the
release of AutoUpdate 110, patch checks have now been
removed from the policies Initial-1, Initial-All, Maintenance-1 and
Maintenance-All.

Users wishing to execute the patch checks should do so by
running the policy PatchChecks.

In Assuria Bulletin 10-02 we advised that, from AU 104, an
Assuria Auditor policy, PatchChecks, is issued for all supported
platforms. The PatchChecks policy only contains the patch checks
relevant to the platform on which it is running. The PatchChecks
policy should be run regularly and after the application of the
Assuria AutoUpdate each month. Initial-1, Initial-All,
Maintenance-1 and Maintenance-All policies continue to contain
the Patch Checks up to Assuria AutoUpdate 110 to allow users to
implement any changes to their own procedures. Please see
Assuria Technical Note 18 for more information.

The update contains a new version of ‘'S2Manager.exe', the
Assuria Auditor Group Manager that is shipped with Assuria
Auditor for backward compatability reasons. This fixes a known
incompatibility with SQL Server 2005 or later, and completes the
rebranding of this component.

Please Note: This AutoUpdate applies changes to Assuria Auditor

Group Manager and therefore Assuria Auditor Group Manger
users should only apply this update using the AutoUpdate
program from Program Files/Assuria/Assuria_Auditor 4.2.8
Console/AutoUpdate and NOT the Xpress update option on the
Maintenance Menu in Group Manager.

Use of the Group Manager Xpress update option to apply this
update #110 will result in an Error 207.
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Security Content
Updates

Console update o0 Update Database

o0 Updated Files
- bin/S2Manager.exe
- bin/tcl/RulesetEditor.tbc
bin/tcl/treeutils.tbc
- chelp/back.gif
- chelp/Backing_Up_and_Restoring_Certificates.htm
- chelp/Checks.html
- chelp/Copyright.htm
- chelp/Copyright_Statement.htm
- chelp/Disclaimer.htm
- chelp/gm_agents.html
- chelp/gm_main.html
- chelp/Installing_X-Press_Updates.htm

chelp/Introduction_to_System_Scanner_Group_Manager.htm
- chelp/main.html

chelp/ProcedurelnTopic.gif

chelp/Starting_System_Scanner_Group_Manager.htm

chelp/System_Scanner_Group_Manager.htm

chelp/Troubleshooting.htm

chelp/Working_with_Agent_Groups.htm

o Policy Navigators for:
- HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
- HPUX 11.23, 11.31 (Itanium)
- IBM AIX 4.3.3, 5.1, 5.2, 5.3
- IBM AIX 6.1
- Microsoft Windows 2000 (Server and Professional)
- Microsoft Windows Server 2003
- Microsoft Windows Server 2008
- Microsoft Windows Vista
- Novell SUSE Enterprise Linux 9 (x86)
- Novell SUSE Enterprise Linux 10 (x86)
- Red Hat Enterprise Linux 3, 4, 5
- Sun Solaris 8
- Sun Solaris 9
- Sun Solaris 10 (SPARC)
- Sun Solaris 10 (X86)
- VMware ESX 3

Agent updates Security content based on newly published vendor security
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bulletins (or similar) is included for the agents listed below:

e HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
e HPUX 11.23, 11.31 (Itanium)
e Novell SUSE Enterprise Linux 9 (x86)
e Novell SUSE Enterprise Linux 10 (x86)
e Microsoft Windows 2000 (Server and Professional)
e Microsoft Windows Server 2003
e Microsoft Windows Server 2008
e Microsoft Windows Vista
e Red Hat Enterprise Linux 3, 4, 5
e Sun Solaris 8
e Sun Solaris 9
e Sun Solaris 10 (SPARC)
e Sun Solaris 10 (X86)
e VMware ESX 3
HP 11.00, 11.11, o Updated Policies
11.23, 11.31 - Initial-1
(PA-RISC) - Initial-All

- Maintenance-1
- Maintenance-All

o0 Updated Patch Databases
- bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

HP 11.23, 11.31 0 Updated Policies
(Itanium) - Initial-1
- Initial-All

- Maintenance-1
- Maintenance-All

o0 Updated Patch Databases
- bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

0 Auto Update Files
- rulesets/unarchivePolicy
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- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip

- lib/xpud3_110.sgn

- etc/update.ini

IBM AIX 4.3.3, 5.1, o New Checks

52,53 - aix-20100602-0OpenSSL-fix
- aix-1268659-fix
- aix-1Z271093-fix
- aix-1Z271608-fix
- aix-1Z271610-fix
- aix-1Z272834-fix
- aix-1Z272835-fix
- aix-1Z272836-fix
- aix-1Z272837-fix
- aix-1Z273590-fix
- aix-1Z273681-fix
- aix-1Z273599-fix
- aix-1Z273757-fix
- aix-1Z273869-fix
- aix-1Z273874-fix

o0 Updated Checks
- aix-1266917-fix
- aix-1268194-fix
- aix-1Z271554-fix
- aix-1Z271590-fix
- aix-1Z271869-fix
- aix-1266918-fix
- aix-1268231-fix
- aix-1Z271555-fix
- aix-1Z271627-fix
- aix-1Z271870-fix

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- PatchChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
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- etc/update.ini

IBM AIX 6.1 o New Checks
- aix-20100602-0OpenSSL-fix
- aix-1268659-fix
- aix-1Z271093-fix
- aix-1Z271608-fix
- aix-1Z271610-fix
- aix-1Z272834-fix
- aix-1Z272835-fix
- aix-1Z272836-fix
- aix-1Z272837-fix
- aix-1Z273590-fix
- aix-1Z273681-fix
- aix-1Z273599-fix
- aix-1Z73757-fix
- aix-1Z273869-fix
- aix-1Z273874-fix

0 Updated Checks
- aix-1266917-fix
- aix-1268194-fix
- aix-1Z271554-fix
- aix-1Z271590-fix
- aix-1Z271869-fix
- aix-1266918-fix
- aix-1268231-fix
- aix-1Z271555-fix
- aix-1Z271627-fix
- aix-1Z271870-fix

0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

Microsoft Windows o New Checks
2000 (Sserver and - adobe-flash-player-apsb10-14-update
Professional) - adobe-reader-apsb10-07-update

- adobe-reader-apsb10-09-update
- win-ms10k983235-update
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- win-ms10k979559-update
- win-ms10k979902-update
- win-ms10k980195-update
- win-ms10k980218-update
- win-ms10k981343-update
- win-ms10k982381-update
- win-ms10k2027452-update

0 Updated Checks
- win-ms10k971468-update
- win-ms10k978251-update
- win-ms10k980150-update

o0 Updated Files
- bin/procs/tools.tcl

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

Microsoft Windows o New Checks
Server 2003 - adobe-flash-player-apsb10-14-update
- adobe-reader-apsb10-07-update
- adobe-reader-apsb10-09-update
- win-ms10k983235-update
- win-ms10k979559-update
- win-ms10k979902-update
- win-ms10k980195-update
- win-ms10k980218-update
- win-ms10k981343-update
- win-ms10k982381-update
- win-ms10k982666-update
- win-ms10k2027452-update

0 Updated Checks
- win-ms10k971468-update
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- win-ms10k978251-update
- win-ms10k980150-update

o Updated Files
- bin/procs/tools.tcl

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

Microsoft Windows o0 New Checks
Server 2008 - adobe-flash-player-apsb10-14-update
- adobe-reader-apsb10-07-update
- adobe-reader-apsb10-09-update
- win-ms10k983235-update
- win-ms10k979559-update
- win-ms10k979902-update
- win-ms10k980195-update
- win-ms10k980218-update
- win-ms10k981343-update
- win-ms10k982381-update
- win-ms10k982666-update
- win-ms10k2027452-update

0 Updated Checks
- win-ms10k971468-update
- win-ms10k978251-update
- win-ms10k980150-update

o0 Updated Files
- bin/procs/tools.tcl

0 Updated Policies
- PatchChecks

o0 Auto Update Files
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- rulesets/unarchivePolicy

- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip

- lib/xpud3_110.sgn

- etc/update.ini

Microsoft Windows o0 New Checks

Vista - adobe-flash-player-apsb10-14-update
adobe-reader-apsb10-07-update
adobe-reader-apsb10-09-update
win-ms10k983235-update
win-ms10k979559-update
win-ms10k979902-update
win-ms10k980195-update
win-ms10k980218-update

- win-ms10k981343-update

- win-ms10k982381-update

- win-ms10k982666-update

- win-ms10k2027452-update

o0 Updated Checks
- win-ms10k971468-update
- win-ms10k978251-update
- win-ms10k980150-update

o0 Updated Files
- bin/procs/tools.tcl

0 Updated Policies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

Novell SUSE Enterprise o0 Updated Checks

Linux 9 (x86) - SUSE-SA-2008-026
- SUSE-SA-2009-028
- SUSE-SA-2009-029
- SUSE-SA-2010-013
- SUSE-SA-2010-014
- SUSE-SA-2010-015
- SUSE-SA-2010-019
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- SUSE-SA-2010-020
- SUSE-SA-2010-023

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

Novell SUSE Enterprise 0 Updated Checks

Linux 10 (x86) - SUSE-SA-2008-026
- SUSE-SA-2009-028
- SUSE-SA-2009-029
- SUSE-SA-2010-013
- SUSE-SA-2010-014
- SUSE-SA-2010-015
- SUSE-SA-2010-019
- SUSE-SA-2010-020
- SUSE-SA-2010-023

0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- PatchChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

Red Hat Enterprise o0 New Checks

Linux 3, 4, 5 - RHSA-2010-0423
- RHSA-2010-0427
- RHSA-2010-0428
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- RHSA-2010-0429
- RHSA-2010-0430
- RHSA-2010-0442
- RHSA-2010-0449

o0 Updated Checks
- RHSA-2007-??7??
- RHSA-2006-0451
- RHSA-2006-0543
- RHSA-2007-0327
- RHSA-2007-0344
- RHSA-2007-0348
- RHSA-2007-0349
- RHSA-2007-0353
- RHSA-2007-0354
- RHSA-2007-0356
- RHSA-2007-0358
- RHSA-2007-0385
- RHSA-2007-0386
- RHSA-2007-0400
- RHSA-2007-0401
- RHSA-2007-0402
- RHSA-2008-0267
- RHSA-2008-0270
- RHSA-2008-0275
- RHSA-2008-0287
- RHSA-2008-0288
- RHSA-2008-0290
- RHSA-2008-0297
- RHSA-2008-0364
- RHSA-2008-0389
- RHSA-2008-0489
- RHSA-2008-0492
- RHSA-2008-0498
- RHSA-2008-0514
- RHSA-2008-0515
- RHSA-2008-0516
- RHSA-2009-0478
- RHSA-2009-0479
- RHSA-2009-0480
- RHSA-2009-1024
- RHSA-2009-1038
- RHSA-2009-1039
- RHSA-2009-1040
- RHSA-2009-1059
- RHSA-2009-1060
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- RHSA-2009-1075
- RHSA-2009-1083
- RHSA-2010-0101
- RHSA-2010-0102
- RHSA-2010-0103
- RHSA-2010-0109
- RHSA-2010-0110
- RHSA-2010-0114
- RHSA-2010-0115
- RHSA-2010-0113
- RHSA-2010-0112
- RHSA-2010-0124
- RHSA-2010-0125
- RHSA-2010-0130
- RHSA-2010-0140
- RHSA-2010-0141
- RHSA-2010-0142
- RHSA-2010-0143
- RHSA-2010-0144
- RHSA-2010-0145
- RHSA-2010-0146
- RHSA-2010-0147
- RHSA-2010-0153
- RHSA-2010-0154
- RHSA-2010-0155
- RHSA-2010-0162
- RHSA-2010-0163
- RHSA-2010-0164
- RHSA-2010-0165
- RHSA-2010-0166
- RHSA-2010-0167
- RHSA-2010-0173
- RHSA-2010-0178
- RHSA-2010-0181
- RHSA-2010-0271
- RHSA-2010-0291
- RHSA-2010-0337
- RHSA-2010-0338
- RHSA-2010-0339
- RHSA-2010-0343
- RHSA-2010-0347
- RHSA-2010-0349
- RHSA-2010-0382
- RHSA-2010-0383
- RHSA-2010-0394
- RHSA-2010-0398
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- RHSA-2010-0399
- RHSA-2010-0400
- RHSA-2010-0401

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

Sun Solaris 8 0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

Sun Solaris 9
o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All

0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini
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Sun Solaris 10 o0 Updated Policies
(SPARC) - Initial-1
- Initial-All

- Maintenance-1
- Maintenance-All

o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

Sun Solaris 10 0 Updated Patch Databases
(x86) - bin/patch_Solaris.data
- bin/patch_Solaris.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini

VMware ESX 3.5 o New Checks
- ESX350-200712403-SG
- ESX350-200712404-SG
- ESX350-200712402-SG
- ESX350-200712405-SG
- ESX350-200803215-UG
- ESX350-200802406-SG
- ESX350-200802408-SG
- ESX350-200803214-UG
- ESX350-200803201-UG
- ESX350-200805508-SG
- ESX350-200805501-BG
- ESX350-200805504-SG
- ESX350-200805506-SG
- ESX350-200805505-SG
- ESX350-200805507-SG
- ESX350-200806404-SG
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- ESX350-200806218-UG
- ESX350-200806201-UG
- ESX350-200808409-SG
- ESX350-200808203-UG
- ESX350-200808401-BG
- ESX350-200802415-SG
- ESX350-200805515-SG
- ESX350-200810215-UG
- ESX350-200809404-SG
- ESX350-200811405-SG
- ESX350-200808413-SG
- ESX350-200810201-UG
- ESX350-200811406-SG
- ESX350-200904401-BG

o0 Updated Checks

- ESX350-200906407-SG
o0 Updated Policies
- PatchChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_110.zip
- lib/xpud3_110.sgn
- etc/update.ini
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