assuria bulletin

Assuria Auditor AutoUpdate #96 released

o7 Date: 30 June 2009

Title. Assuria Auditor AutoUpdate #96

Introduction This update is an Assuria content update. The update is
compatible with, and suitable for application to all Assuria
Auditor agents.

Contents

VMware Security Checks are provided for a subset of the published and applicable

Advisories VMware Security Advisories for VMware ESX 3. This is part of an
ongoing release of checks for all such advisories, which will
undertaken over the next AutoUpdates.

VMware ESX On VMware ESX 3.5 password cracking has been moved out of
the Initial and Maintenance policies and resides in the password

policy.

Other changes On all UNIX systems for the check ‘user-homedir-gw’, the
wording in implications has been changed to ensure users look at
the directories ACL entries if the check is reporting a directory to
be group writable and the command ‘Is’ is not.

Enhancements have been made to the console scripts ‘genreport’
and ‘genCSVreport’ to better handle database interaction after a
problem run.

Security Content Updates are included for the following agents:
Updates

o HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)

0 HPUX 11.23, 11.31 (Itanium)

o IBM AIX 4.3.3,5.1, 5.2, 5.3

o IBM AIX 6.1

o0 Novell SUSE Enterprise Linux 9 (x86)

o0 Novell SUSE Enterprise Linux 10 (x86)

0 Red Hat Enterprise Linux 3, 4, 5

0 Sun Solaris 8

0 Sun Solaris 9

0 Sun Solaris 10 (SPARC)

o VMware ESX 3.5

Console update o0 Updated files
- bin/tcl/db.tbc
- bin/tcl/IndexedResults.tbc
- bin/tcl/htmlrep.tbc
- scripts/genreport
- scripts/genCSVreport
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o0 Update Database

o Policy Navigators for:
- HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)
- HPUX 11.23, 11.31 (lItanium)
- IBM AIX 4.3.3, 5.1, 5.2, 5.3
- IBM AIX 6.1
- Microsoft Windows 2000 (Server and Professional)
- Microsoft Windows Server 2003
- Microsoft Windows Server 2008
- Microsoft Windows Vista
- Novell SUSE Enterprise Linux 9 (x86)
- Novell SUSE Enterprise Linux 10 (x86)
- Red Hat Enterprise Linux 3, 4, 5
- Sun Solaris 8
- Sun Solaris 9
- Sun Solaris 10 (SPARC)
- VMware ESX 3

Agent updates

HP 11.00, 11.11, 0 Updated Checks
11.23, 11.31 (PA- - user-homedir-gw
RISC)

0 Updated Patch Databases
- bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini

HP 11.23,11.31 0 Updated Checks
(Itanium) - user-homedir-gw

o0 Updated Patch Databases
- bin/patch_HP-UX.data
- bin/patch_HP-UX.ref

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
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- etc/update.ini

IBM AIX 4.3.3, 5.1, o New Checks
52,53 - aix-20090511-0OpenSSL-fix
- aix-1Y95526-fix
- aix-1Y95619-fix
- aix-1Y95637-fix
- aix-1Y96324-fix
- aix-1Y98417-fix
- aix-1Y98515-fix
- aix-1Y98546-fix
- aix-1Z228889-fix
- aix-1229340-fix
- aix-1Z230387-fix
- aix-1Z230599-fix
- aix-1232937-fix
- aix-1Z240410-fix
- aix-1Z241089-fix
- aix-1Z242066-fix
- aix-1242123-fix
- aix-1242126-fix
- aix-1Z242785-fix
- aix-1Z242786-fix
- aix-1242787-fix
- aix-1Z242788-fix
- aix-1Z242865-fix
- aix-1Z242888-fix
- aix-1Z243457-fix
- aix-1243458-fix
- aix-1Z243459-fix
- aix-1Z243764-fix
- aix-1Z243995-fix
- aix-1248274-fix
- aix-1248502-fix
- aix-1248561-fix
- aix-1248562-fix

0 Updated Checks
- user-homedir-gw

o0 Updated Palicies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- aix-fixes

0 Auto Update Files
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- rulesets/unarchivePolicy

- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip

- lib/xpud3_96.sgn

- etc/update.ini

IBM AIX 6.1 o New Checks
- aix-20090511-0OpenSSL-fix
- aix-1Y95526-fix
- aix-1Y95619-fix
- aix-1Y95637-fix
- aix-1Y96324-fix
- aix-1Y98417-fix
- aix-1Y98515-fix
- aix-1Y98546-fix
- aix-1Z228889-fix
- aix-1229340-fix
- aix-1Z230387-fix
- aix-1Z230599-fix
- aix-1Z232937-fix
- aix-1Z240410-fix
- aix-1Z241089-fix
- aix-1242066-fix
- aix-1242123-fix
- aix-1Z242126-fix
- aix-1Z242785-fix
- aix-1Z242786-fix
- aix-1Z242787-fix
- aix-1Z242788-fix
- aix-1Z242865-fix
- aix-1Z242888-fix
- aix-1243457-fix
- aix-1Z243458-fix
- aix-1Z243459-fix
- aix-1243764-fix
- aix-1Z243995-fix
- aix-1Z248274-fix
- aix-1Z248502-fix
- aix-1248561-fix
- aix-1248562-fix

o0 Updated Checks
- user-homedir-gw

o0 Updated Policies
- PatchChecks

0 Auto Update Files
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- rulesets/unarchivePolicy

- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip

- lib/xpud3_96.sgn

- etc/update.ini

Microsoft Windows o New Checks
2000 (Server and - win-ms09kb957632-update
Professional) - win-ms09kb961501-update

- win-ms09kb963093-update
- win-ms09kb968537-update
- win-ms09kb969462-update
- win-ms09kb969514-update
- win-ms09kb969897-update
- win-ms09kb970238-update
- win-ms09kb970483-update
- win-ms09kb971055-update

o0 Updated Paolicies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- versionChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini

Microsoft Windows o0 New Checks

Server 2003 - win-ms09kb957632-update
- win-ms09kb961501-update
- win-ms09kb963093-update
- win-ms09kb968537-update
- win-ms09kb969462-update
- win-ms09kb969514-update
- win-ms09kb969897-update
- win-ms09kb970238-update
- win-ms09kb970483-update
- win-ms09kb971055-update

o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
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- Maintenance-All
- versionChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini

Microsoft Windows o New Checks

Server 2008 - win-ms09kb957632-update
- win-ms09kb961501-update
- win-ms09kb963093-update
- win-ms09kb968537-update
- win-ms09kb969462-update
- win-ms09kb969514-update
- win-ms09kb969897-update
- win-ms09kb970238-update

0 Updated Policies
- PatchChecks

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini

Microsoft Windows o New Checks

Vista - win-ms09kb957632-update
- win-ms09kb961501-update
- win-ms09kb963093-update
- win-ms09kb968537-update
- win-ms09kb969462-update
- win-ms09kb969514-update
- win-ms09kb969897-update
- win-ms09kb970238-update

o0 Updated Palicies
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
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- etc/update.ini

Novell SUSE Enterprise o New Checks

Linux 9 (x86) - SUSE-SA-2009-015
- SUSE-SA-2009-024
- SUSE-SA-2009-027
- SUSE-SA-2009-028
- SUSE-SA-2009-029

o0 Updated Checks
- user-homedir-gw

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini

Novell SUSE Enterprise 0 New Checks

Linux 10 (x86) - SUSE-SA-2009-015
- SUSE-SA-2009-024
- SUSE-SA-2009-027
- SUSE-SA-2009-028
- SUSE-SA-2009-029

0 Updated Checks
- user-homedir-gw

o0 Updated policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- ssa

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
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- etc/update.ini

Red Hat Enterprise o0 New Checks
Linux 3, 4,5 - RHSA-2009-0329
- RHSA-2009-0478
- RHSA-2009-0479
- RHSA-2009-0480
- RHSA-2009-0955
- RHSA-2009-0981
- RHSA-2009-1024
- RHSA-2009-1036
- RHSA-2009-1038
- RHSA-2009-1039
- RHSA-2009-1040
- RHSA-2009-1055
- RHSA-2009-1059
- RHSA-2009-1060
- RHSA-2009-1061
- RHSA-2009-1066
- RHSA-2009-1075
- RHSA-2009-1077
- RHSA-2009-1082
- RHSA-2009-1083

o0 Updated Checks
- RHSA-2006-0425
- RHSA-2006-0486
- RHSA-2006-0493
- RHSA-2006-0498
- RHSA-2006-0525
- RHSA-2006-0526
- RHSA-2006-0541
- RHSA-2006-0544
- RHSA-2007-0342
- RHSA-2008-0061
- RHSA-2008-0194
- RHSA-2008-0290
- RHSA-2008-0295
- RHSA-2008-0485
- RHSA-2009-0264
- RHSA-2009-0275
- RHSA-2009-0337
- RHSA-2009-0429
- RHSA-2009-0430
- RHSA-2009-0431
- RHSA-2009-0458
- user-homedir-gw
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o0 Updated Policies
- Initial-1
- Initial-All
- Maintenance-1
- Maintenance-All
- rhsa

0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini

Sun Solaris 8
o0 Updated Checks
- user-homedir-gw

o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini

Sun Solaris 9 o0 Updated Checks
- user-homedir-gw

o0 Updated Patch Databases
- bin/patch_Solaris.data
- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini

Sun Solaris 10 o0 Updated Checks
(SPARC) - user-homedir-gw

o0 Updated Patch Databases
- bin/patch_Solaris.data
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- bin/patch_Solaris.ref

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini

VMware ESX 3.5 o New Checks
- VMSA-2008-0002
- VMSA-2008-0004
- VMSA-2008-0006
- VMSA-2008-0007
- VMSA-2008-0010
- VMSA-2008-0013
- VMSA-2008-0015
- VMSA-2009-0004
- VMSA-2009-0006

0 Updated Checks
- user-homedir-gw

o0 Updated Policies
- Initial-2
- Initial-3
- Initial-All
- Maintenance-2
- Maintenance-4
- Maintenance-All
- password
- PatchChecks

o0 Auto Update Files
- rulesets/unarchivePolicy
- signatures/rulesets/unarchivePolicy.sgn
- lib/xpud3_96.zip
- lib/xpud3_96.sgn
- etc/update.ini
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