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Title 

 
Assuria Auditor AutoUpdate #103 released 
 

Introduction  This update is an Assuria content update. The update is 
compatible with, and suitable for application to all Assuria 
Auditor agents. 
 

 
Contents 
 

 

Security Content 
Updates  
 

Security content based on newly published vendor security 
bulletins (or similar) is included for the agents listed below:  

• HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC)  
• HPUX 11.23, 11.31 (Itanium)  
• IBM AIX 4.3.3, 5.1, 5.2, 5.3  
• IBM AIX 6.1  
• Novell SUSE Enterprise Linux 9 (x86)  
• Novell SUSE Enterprise Linux 10 (x86)  
• Microsoft Windows 2000 (Server and Professional)  
• Microsoft Windows Server 2003  
• Microsoft Windows Server 2008  
• Microsoft Windows Vista  
• Red Hat Enterprise Linux 3, 4, 5  
• Sun Solaris 8  
• Sun Solaris 9  
• Sun Solaris 10 (SPARC)  
• VMware ESX 3  

Console update 
 

    o Update Database 
 
    o Policy Navigators for: 
      - HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC) 
      - HPUX 11.23, 11.31 (Itanium) 
      - IBM AIX 4.3.3, 5.1, 5.2, 5.3 
      - IBM AIX 6.1 
      - Microsoft Windows 2000 (Server and Professional)  
      - Microsoft Windows Server 2003  
      - Microsoft Windows Server 2008  
      - Microsoft Windows Vista 
      - Novell SUSE Enterprise Linux 9 (x86) 
      - Novell SUSE Enterprise Linux 10 (x86) 
      - Red Hat Enterprise Linux 3, 4, 5 
      - Sun Solaris 8 
      - Sun Solaris 9 
      - Sun Solaris 10 (SPARC) 
      - VMware ESX 3 
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    o Updated Files 
      - bin/tcl/main.tbc 
 

Agent updates 
 

Updates are included for the following agents: 
 
    o HPUX 11.00, 11.11, 11.23, 11.31 (PA-RISC) 
    o HPUX 11.23, 11.31 (Itanium) 
    o IBM AIX 4.3.3, 5.1, 5.2, 5.3 
    o IBM AIX 6.1 
    o Microsoft Windows 2000 (Server and Professional)  
    o Microsoft Windows Server 2003  
    o Microsoft Windows Server 2008  
    o Microsoft Windows Vista 
    o Novell SUSE Enterprise Linux 9 (x86) 
    o Novell SUSE Enterprise Linux 10 (x86) 
    o Red Hat Enterprise Linux 3, 4, 5 
    o Sun Solaris 8 
    o Sun Solaris 9 
    o Sun Solaris 10 (SPARC) 
    o VMware ESX 3 
 

HP 11.00, 11.11, 
11.23, 11.31 (PA-
RISC) 

    o Updated Patch Databases 
      - bin/patch_HP-UX.data 
      - bin/patch_HP-UX.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

HP 11.23, 11.31 
(Itanium) 

    o Updated Patch Databases 
      - bin/patch_HP-UX.data 
      - bin/patch_HP-UX.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

IBM AIX 4.3.3, 5.1, 
5.2, 5.3 

 
    o New Checks 
      - aix-IZ37892-fix 
      - aix-IZ52844-fix 
      - aix-IZ52845-fix 
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      - aix-IZ52846-fix 
      - aix-IZ52847-fix 
      - aix-IZ61628-fix 
      - aix-IZ61717-fix 
      - aix-IZ62123-fix 
      - aix-IZ62237-fix 
 
    o Updated Checks 
      - aix-IY72701-fix 
      - aix-IY72704-fix 
      - aix-IY73814-fix 
      - aix-IY73850-fix 
      - aix-IY82739-fix 
      - aix-IY82993-fix 
      - aix-IY82994-fix 
      - aix-IY85415-fix 
      - aix-IY85504-fix 
      - aix-IY85517-fix 
      - aix-IY85930-fix 
      - aix-IZ46082-fix 
      - aix-IZ49024-fix 
      - aix-IZ49096-fix 
      - aix-IZ49278-fix 
      - aix-IZ50399-fix 
      - aix-IZ50444-fix 
      - aix-IZ50496-fix 
 
    o Updated Policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - aix-fixes 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

IBM AIX 6.1     o New Checks 
      - aix-IZ37892-fix 
      - aix-IZ52844-fix 
      - aix-IZ52845-fix 
      - aix-IZ52846-fix 
      - aix-IZ52847-fix 
      - aix-IZ61628-fix 
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      - aix-IZ61717-fix 
      - aix-IZ62123-fix 
      - aix-IZ62237-fix 
 
    o Updated Checks 
      - aix-IY72701-fix 
      - aix-IY72704-fix 
      - aix-IY73814-fix 
      - aix-IY73850-fix 
      - aix-IY82739-fix 
      - aix-IY82993-fix 
      - aix-IY82994-fix 
      - aix-IY85415-fix 
      - aix-IY85504-fix 
      - aix-IY85517-fix 
      - aix-IY85930-fix 
      - aix-IZ46082-fix 
      - aix-IZ49024-fix 
      - aix-IZ49096-fix 
      - aix-IZ49278-fix 
      - aix-IZ50399-fix 
      - aix-IZ50444-fix 
      - aix-IZ50496-fix 
 
    o Updated Policies 
      - PatchChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

Microsoft Windows 
2000 (Server and 
Professional) 
 

    o New Checks 
      - win-ms09kb971726-update 
      - win-ms09kb974318-update 
      - win-ms09kb974392-update 
      - win-ms09kb975539-update 
      - win-ms09kb976325-update 
 
    o Update Checks 
      - win-ms09kb957638-update 
      - win-ms09kb967723-update 
      - win-ms09kb971486-update 
      - win-ms09kb972652-update 
      - win-ms09kb974378-update 
      - win-no-dotnet-security-update 
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      - unarchiveCheck 
 
    o Update Files 
      - bin/procs/tools.tcl 
 
    o Updated Policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - versionChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

Microsoft Windows 
Server 2003 
 

    o New Checks 
      - win-ms09kb971726-update 
      - win-ms09kb974318-update 
      - win-ms09kb974392-update 
      - win-ms09kb975539-update 
      - win-ms09kb976325-update 
 
    o Update Checks 
      - win-ms09kb957638-update 
      - win-ms09kb971486-update 
      - win-ms09kb972652-update 
      - win-ms09kb974378-update 
      - win-no-dotnet-security-update 
 
    o Update Files 
      - bin/procs/tools.tcl 
 
    o Updated Policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - versionChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
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      - etc/update.ini 
 

Microsoft Windows 
Server 2008 
 

    o New Checks 
      - win-ms09kb971726-update 
      - win-ms09kb974318-update 
      - win-ms09kb976325-update 
 
    o Update Checks 
      - win-ms09kb957638-update 
      - win-ms09kb971486-update 
      - win-ms09kb972652-update 
      - win-ms09kb974378-update 
      - win-no-dotnet-security-update 
 
    o Update Files 
      - bin/procs/tools.tcl 
 
    o Updated Policies 
      - PatchChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

Microsoft Windows 
Vista 
 

    o Updated Policies 
      - PatchChecks 
 
    o New Checks 
      - win-ms09kb974318-update 
      - win-ms09kb976325-update 
 
    o Update Checks 
      - win-ms09kb957638-update 
      - win-ms09kb971486-update 
      - win-ms09kb972652-update 
      - win-ms09kb974378-update 
      - win-no-dotnet-security-update 
 
    o Update Files 
      - bin/procs/tools.tcl 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 



assuria bulletin   
 
 
 Title: Assuria Auditor AutoUpdate #103 released 
  
 Number: 107 Date: 24 December 2009 
 
 
 

Page 7 of 11 
 

 
Assuria Limited, Science Technology Centre, The University of Reading, Earley Gate, Reading, RG6 6BZ, UK. 

   
Telephone +44 118 935 7395     Fax +44 118 926 7917     Web www.assuria.com 

 

      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

Novell SUSE Enterprise 
Linux 9 (x86) 

    o New Checks 
      - SuSE-SA-2009-054 
      - SuSE-SA-2009-055 
      - SuSE-SA-2009-056 
      - SuSE-SA-2009-057 
      - SuSE-SA-2009-058 
      - SuSE-SA-2009-059 
      - SuSE-SA-2009-060 
 
    o Updated Checks 
      - SuSE-SA-2007-061 
      - SuSE-SA-2009-044 
      - SuSE-SA-2009-046 
      - SuSE-SA-2009-048 
      - SuSE-SA-2009-050 
      - SuSE-SA-2009-051 
      - SuSE-SA-2009-052 
      - SuSE-SA-2009-053 
 
    o Updated policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - ssa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

Novell SUSE Enterprise 
Linux 10 (x86) 

    o New Checks 
      - SuSE-SA-2009-054 
      - SuSE-SA-2009-055 
      - SuSE-SA-2009-056 
      - SuSE-SA-2009-057 
      - SuSE-SA-2009-058 
      - SuSE-SA-2009-059 
      - SuSE-SA-2009-060 
 
    o Updated Checks 
      - SuSE-SA-2007-061 
      - SuSE-SA-2009-044 
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      - SuSE-SA-2009-046 
      - SuSE-SA-2009-048 
      - SuSE-SA-2009-050 
      - SuSE-SA-2009-051 
      - SuSE-SA-2009-052 
      - SuSE-SA-2009-053 
 
    o Updated policies 
      - Initial-1 
      - Initial-All 
      - Maintenance-1 
      - Maintenance-All 
      - ssa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

Red Hat Enterprise 
Linux 3, 4, 5 

    o New Checks 
      - RHSA-2009-1560 
      - RHSA-2009-1561 
      - RHSA-2009-1571 
      - RHSA-2009-1572 
      - RHSA-2009-1579 
      - RHSA-2009-1580 
      - RHSA-2009-1582 
      - RHSA-2009-1584 
      - RHSA-2009-1585 
      - RHSA-2009-1587 
      - RHSA-2009-1588 
      - RHSA-2009-1595 
      - RHSA-2009-1601 
      - RHSA-2009-1620 
      - RHSA-2009-1615 
      - RHSA-2009-1619 
 
    o Updated Checks 
      - RHSA-2006-0746 
      - RHSA-2007-0703 
      - RHSA-2007-1052 
      - RHSA-2007-1059 
      - RHSA-2007-1063 
      - RHSA-2007-1068 
      - RHSA-2007-1082 
      - RHSA-2007-1084 
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      - RHSA-2008-0580 
      - RHSA-2008-0617 
      - RHSA-2008-0974 
      - RHSA-2008-0982 
      - RHSA-2009-1203 
      - RHSA-2009-1204 
      - RHSA-2009-1205 
      - RHSA-2009-1206 
      - RHSA-2009-1207 
      - RHSA-2009-1211 
      - RHSA-2009-1218 
      - RHSA-2009-1222 
      - RHSA-2009-1223 
      - RHSA-2009-1232 
      - RHSA-2009-1233 
      - RHSA-2009-1236 
      - RHSA-2009-1238 
      - RHSA-2009-1289 
      - RHSA-2009-1428 
      - RHSA-2009-1430 
      - RHSA-2009-1431 
      - RHSA-2009-1432 
      - RHSA-2009-1438 
      - RHSA-2009-1451 
      - RHSA-2009-1453 
      - RHSA-2009-1459 
      - RHSA-2009-1471 
      - RHSA-2009-1472 
      - RHSA-2009-1484 
      - RHSA-2009-1485 
      - RHSA-2009-1499 
      - RHSA-2009-1501 
      - RHSA-2009-1502 
      - RHSA-2009-1503 
      - RHSA-2009-1505 
      - RHSA-2009-1512 
      - RHSA-2009-1522 
      - RHSA-2009-1529 
      - RHSA-2009-1530 
      - RHSA-2009-1531 
      - RHSA-2009-1535 
      - RHSA-2009-1541 
      - RHSA-2009-1548 
      - RHSA-2009-1550 
 
    o Updated Policies 
      - Initial-1 
      - Initial-All 
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      - Maintenance-1 
      - Maintenance-All 
      - rhsa 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

Sun Solaris 8     o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

Sun Solaris 9     o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

Sun Solaris 10 
(SPARC) 

    o Updated Patch Databases 
      - bin/patch_Solaris.data 
      - bin/patch_Solaris.ref 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
 

VMware ESX 3.5     o New Checks 
      - ESX350-????-SG 
 
    o Updated Policies 
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      - PatchChecks 
 
    o Auto Update Files 
      - rulesets/unarchivePolicy 
      - signatures/rulesets/unarchivePolicy.sgn 
      - lib/xpud3_103.zip 
      - lib/xpud3_103.sgn 
      - etc/update.ini 
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